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Are your employees resistant 
to phishing attacks?

had a sta�-related security 
incident in 20151

up from 
58%

up from 
22%

9 in 10 cyber attacks begin with emails2

557,964
unique phishing attacks since 

January 20163

55% of organisations witnessed an 
increase in the volume of whaling attacks5

Jan 2016

FACC Operations GMBH’s �nancial 
accounting department was 
targeted by a whaling attack - 
approx. €50 million was transferred 
to a fraudulent account.6

Feb 2016

Snapchat’s payroll department was 
targeted by a whaling email scam - 

payroll information about some 
current and former employees was 

disclosed.7

Mar 2016

Seagate Technology’s data storage 
employee was targeted by a 

whaling attack - up to 10,000 W-2 
tax documents of current and past 

employees were revealed.8

Test your employees’ resistance 
to phishing attacks

The IT Governance’s Simulated Phishing Attack simulates a spear-phishing campaign 
against your employees. It establishes your employees’ vulnerability to spear-phishing and 
whaling campaigns.

of employees tested 
since January 2016 
failed the test 

- they clicked through 
the masked malicious 
link within a few 
seconds of 
receiving the 
email.

Top 6 teams that swallowed the bait:

Compliance

Spear-phishing is a type of phishing 
scam targeting a speci�c group of 
people.

Adopt a 3-step approach to preparing your sta� to combat scams:

75% 
of large 
organisations

31% 
of small 
businesses

and

36% 

of UK adults 
don’t know what 
phishing is4

54% 
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Test your employees’ 
vulnerability to phishing 

attacks with the 
Simulated Phishing 

Attack.
1

Based on the result, 
train them with the 

Phishing sta� 
awareness e-learning 

course. 
2

Repeat the test to 
assess improvement.

3

76% 

of UK adults 
don’t know what 

ransomware is4

Further reduce the risk of cyber threats.
Book a Simulated Phishing Attack today >>

Phishing is a form of scam in which 
the attacker tries to obtain sensitive 

information by impersonating a 
known entity or person in email or 

other media

Whaling is a type of phishing scam that targets 
high-pro�le end users such as C-level executives

Ransomware is a type of 
malware used for data 
kidnapping: the attack 

encrypts the victim’s data 
and asks for money in 

exchange for the 
decryption key

Spear-phishing emails appear to be 
sent from an individual or entity that 
the victims know, and look legitimate. 
They encourage the victim to click on a 
malicious link set up for fraudulent 
purposes.

How vulnerable are your sta�?

Click to expand
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